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Incipit
► Positive Dilemmas: Network Operators should investigate disruptive scenarios for 

Future Communications and Services in order to be aware of how to transform their biz 
models and exploit network and service infrastructures;

► One of the most challenging scenario is characterized by:

► high pervasiveness (computing systems distributed and connected everywhere);

► connectivity as a commodity;

► structure as Network of Networks (adaptive networks);

► intelligence at the edges (terminals and end points); 

► This scenario is highly disruptive as it implies moving intelligence at the edge of the 
network reinforcing the end-to-end argument and an open environment for services;

► There is a need of understanding:

► the potential evolution of this scenario (in terms of architectures, technologies 
and services);

► the role of the Network Operator (biz model, architectures, technologies, etc.);
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Trends and limitations of the current evolution of Internet

► Internet is not “symmetric” any more because, in the prevalent client-server paradigm, 
servers are more capable and “important” than clients;

► Internet evolution is determined not only by technological progress but mainly from 
business contrapositions (tussles) that impede a smooth technical evolution and the 
realization of new business models;

► Operators tend to bring intelligence in the network centralizing functions and creating 
complex platforms (e.g., IMS, SDP) and contradicting the Internet principles;

► Current IT distributed architectures (e.g., SOA, GRID and cloud computing) are not able 
to scale and concentrate the intelligence within administrative domains;

► These approaches in the long run will:

► challenge the “end to end argument”, which is the pillar of the Internet;

► hamper the design of open architectures that permit different players to build 
solutions based on different communications and computing paradigms;

► not properly support high pervasiveness of resources; 
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Context and Vision of Future Communication and Services (1/2)

► Pervasive computing environment in which the terminals will be Always Best 
Connected:

► end points will be more and more capable and some of them will be 
miniaturized;

► the connectivity will be a commodity (ubiquitous, seamless and granted); 

► Autonomic systems and resources:

► the system nodes and terminals will self-organize and self-manage in 
order to tackle the complexity of the environment and to reduce the 
human involvement;

► self-management will enable robustness resilience and high availability 
of resources, services, applications, and functions;

► the global system will be energy-savvy and environment conscious (using 
dynamically only the resources that are strictly needed);
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Context and Vision of Future Communication and Services (2/2)

► Personal services:

► services will be tailored to the single user and its relationships with “communities”;

► the computing environment will be able to dynamically recreate the favorite and 
personalized portfolio of services and functions independently from terminals being 
used, location and time;

► services will readily adapt in order to provide the better functions according to 
computing and communication environment;

► Service composition:

► services will be composed from different providers, stakeholders, and even end-
users’ terminals;

► different business models will coexist and compete;

► users will not be tied to a Provider or environment:: services will cross different 
administrative domains and users will be able to compose and mash them up freely;

► services will be self-provisioned and really plug&play;
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Rationale for Operators: the role of network
► A better exploitation of network infrastructure:

► usage of adaptive and peer-to-peer communication systems rebalance the 
asymmetry of the client-server architectures (currently it is all in favor of WebCos
like Google, Amazon, IBM, while operators could just be followers);

► adaptive network is more manageable:

► Self organization and self management;

► Less human intervention;

► Need to compensate for a commodity model

► Connectivity follows a Subscription or Utility model;

► However Value goes back to the network and its nodes. It can take advantages 
“twice” of Metcalfe’s Law:

► on its own network offering;

► on the aggregation of Network of Networks;



R. Minerva, A. Manzalini, C. Moiso/Future Centre 8

Network of Networks

A
ll

rig
ht

s
re

se
rv

ed

Rationale for Operators: the role in service ecosystems
► Different service paradigms (e.g., client-server, peer-to-peer, network 

intelligence) will be equally implementable on a service base:

► operator can choose different paradigms based on economical and technical reasons;

► the operator can put in place appropriate platforms in order to enter into new 
businesses;

► the operator can be easily part of different Eco-Systems that can exploit the adaptive 
network; 

► users can be part of the deployment and provision chains, so infrastructural and 
service costs can be shared;

► It can take advantages of Reed’s Law:

► the operator can be a broker of connectivity, resources and services provided by other 
public and local networks (Network of Networks);

► the operator can aggregate and provide services and contents to large communities;
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Vision of the Project
► An highly adaptive, open, and scalable architecture composed by a 

decentralized common pool of interacting resources abstracted and 
interconnected by dynamic (and even local) Network of Networks;

► This architecture should reinforce the end-to-end argument and should be 
characterized by Organic-P3 (OP-CUBE) features: 

► Organic, i.e., it is resource aware and tries to optimize the consumption and the 
usage of resources (using adaptive and bio-inspired algorithms);

► Personal, i.e., the personalized computing environment will follow the specific 
users, it will be able to adapt to the specific context and the set of devices being 
used, it will be private (secure and respectful of privacy) but open; 

► Pervasive, i.e., communications and computing capabilities will be available in a 
seamless way anytime, anywhere; 

► Peer-based, i.e. different users, and networks, will be able to cooperate and share 
on an equal and fair base knowledge, information and capabilities; 
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Towards an open architecture for Network of Networks

► The architecture will move the intelligence towards the edge, up to including 
Users’ terminals (e.g. smart-phone) that will be capable of sharing storage, 
processing and communications capabilities (abstracted as autonomic 
components);

► The architecture will blur the distinction between network nodes/systems 
(servers, routers, switches, etc.) and the edge and Users’ devices: the role of 
a resource is no more tied to specific layers of the protocol stack, but it is 
determined by its abstractions joining overlays aggregations;

► The architecture will have self-CHOP features (Configuration, Healing, 
Optimization, and Protection) to optimize the allocation of resource and self-
manage their usage;
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Architectural vision and principles (1/3)
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► Architecture of Network of Networks relies on three functional separations:

1. pervasive heterogeneous resources, provided both by network systems, Users’
devices at the edge (grouped in forwarding/communication, computing, storage 
units) and “things” (e.g., sensors, sources of data, contents, specialized service 
functions, etc.);

2. a cloud of Autonomic Components (ACs), virtualizing the networked services, 
enablers and resources; components follow autonomic rules (e.g. self-CHOP: self-
Configuration, self-Healing, self-Optimization, self-Protection) to guarantee 
scalability, resilience and decentralization. ACs interact with each other (self-
organized) overlay networks in which each component is providing and using 
features and resources in a peer-to-peer way;

3. an ecosystem of composable applications/services, provided and used by several 
actors (e.g., service/network providers, LEs, SME’s, Prosumers, users), which are 
deployed and executed by exploiting and aggregating the features provided by the 
underlying cloud of ACs;

Architectural vision and principles (2/3)



R. Minerva, A. Manzalini, C. Moiso/Future Centre 13

Network of Networks

A
ll

rig
ht

s
re

se
rv

ed

► New architectural principles under consideration include:

► autonomic capabilities and bio-inspired algorithms (e.g., gossiping 
protocols, self-organization algorithms), to deal with complexity;

► P2P overlay network for organizing components, in order to guarantee 
scalability, reliability, and abstraction from underlying infrastructure; 

► cross/de-layer design principles, to deal with optimization of resources 
and to obtain a modular architecture able to adapt to dynamic changes 
in actors requirements and to evolution of the execution context; 

► flexible mechanisms and policies (based on auctions, game theory, etc.) 
for optimized resource allocation and usage (e.g., power saving);

► viral communication principles to better integrate end-users terminals 
and exploit their device-to-device communication and networking 
characteristics (e.g., mesh networks);

Architectural vision and principles (3/3)
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Main enabling technologies: autonomic computing and networking
► Software systems are structured in 

distributed components, enriched with 
capabilities for self-adapting its behavior 
according to the changes of its local 
state, the changes of its environment and 
the information received through 
interaction with the other components;

► Self-* capabilities (e.g., self-CHOP) of 
Autonomic Components are achieved 
through the dynamic application and 
composition of execution plans, which 
defines how ACs have to react to internal 
or external events, e.g.:

► modifying the value of internal state;

► updating the current execution plan;

► interacting with neighbors;

► The maximum “distance” over which two ACs
can communicate is small compared with the 
size of the entire system: each AC interacts with 
a few nearby neighbors;

► Interactions are performed through an overlay, 
which are set-up through specific mechanisms 
(e.g., discovery or self-organization protocols);
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Main enabling technologies: self-organisation algorithms

Gossiping and self-aggregation protocols

► Highly distributed systems require to introduce 
locality in communications, performed on 
overlay networks created and maintained 
through self-organized algorithms;

► Gossiping protocols enable a node to 
exchange, at each step, only a limited amount 
of information with some of their immediate 
neighbors of an overlay;

► Self-aggregation algorithms are based on the 
combination of information exchanged with its 
neighbors through a gossiping protocol;

Emergence of quasi-optimal global 
solutions based on local decisions

► Though gossiping and self-aggregation 
are based on local communications, 
their combination enable the spread of 
information across the whole system;

► The information are progressively 
combined and spread across the system 
(e.g., to compute the average of a value 
in a completely distributed way);

V = x x
V = y

V f(x,y)

f(x,y)V f(x,y)

1

2

3
4

propagation/combination of data from A

A
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Main enabling technologies: an example of gossiping algorithm
► The problem:

► calculate, without a central server, the average of the values stored in a set of 
mobile devices;

► The solution:
► at each step, a mobile device interacts

with its nearest neighbor;
► A snapshot:

► the purple tone of a device is proportional to
its value in [0:1] (0=blu; 1= red);

► all the devices tend to assume a purple value, 
whose tone is proportional to the average of the
nitial values of the devices;

V = x x
V = y

V (x+y)/2
(x+y)/2V (x+y)/2

1

2

3

4

variance of the node values
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0.06

0.07
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variance of node values
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Main enabling technologies: P2P for balancing the 
asymmetry of the Internet

Capacity (HD System) = ∑ (bi, si, pi)

Where:
bi = bandwidth of node i
si = storage of node i
pi = processing of node i

Capacity (Centralized System) = {bS, sS, pS}

Where:
bS = bandwidth of the Server System
sS = storage of the Server System
pS = processing in the Server System

Network Usage 
Optimization is

a problem

Optimization is
a function of

a business model
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Main enabling technologies: Overlay networks
► Overlay networks enable the creation, optimization, and maintenance of distributed virtual 

environments, for the deployment and execution of distributed applications:

► handling of dynamic and unpredictable 
introduction and remove of nodes;

► abstraction of underlying resource and 
network heterogeneity;

► abstraction of network topology and 
networking protocols;

► functions for unique addressing of 
virtual nodes, and for routing messages;

► fully distributed peer-to-peer control and 
self-management of nodes and  
aggregations, according to several 
architectures (e.g., structured, 
unstructured, hybrid);
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Technical Approach: Resource-awareness

► Distributed applications in a Service Eco-systems must be fed with 
Resources for their execution:

► Processing, Communication, Storage, and 
► “Things” (e.g., sensors, contents, information/data);

► Resources should be allocated to applications to:
► fulfill application needs (e.g., performance, robustness, required 

functions/contents);
► optimize their usage (e.g., efficiency, reduction of bandwidth and 

energy);
► Allocation of shared resources must avoid “Tragedy of Commons”: 

► service eco-system must find an equilibrium between allocation 
of resources to services and the sustainability of the entire 
environment;

► Resources are organized in (self-organized) overlays to implement 
distributed self-management policies:

► overlays of resources of the same types;
► overlays of resources allocated to the same application;

Communication
Processing

Storage
Things
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Distributed Applications

Self-managed and
Self-allocated Overlay(s)

of virtual resources

Virtualized Resources Overlays for Processing, Storage, Communication/Forwarding, and Things

Resources & Things

Requirements/Policies and 
Resources/Things needed

Component

Self-organization

Resource-aware
network

Technical Approach: Resource-awareness
Service Eco-System
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Technical Approach: Cross-Layer and De-Layer approaches

► Cross-Layer Design (CLD) has become an increasingly important methodology 
for enhancing the quality (in terms of throughput, delay, and efficiency etc.) of 
various communication systems. Cross-layer design refers to methodologies 
to integrate the layers of protocol and network stacks in order to improve the 
efficiency and quality. Recently more systematic CLD frameworks (e.g. game-
theoretic and optimization based) for cross-layering have been studied but 
further research is still required;

► De-Layer Design (DLD) refers to the design of NoNs, that cannot be simply 
modeled with a traditional layered approach (i.e. based on a client-server 
interactions). The power of such innovative architectures stands in the 
dynamic and layer-less interactions of clouds of components (e.g. based on 
peer-to-peer organization) virtualizing the underneath resources. New DLD 
methodologies are required to design layer-less, highly dynamic NoNs;
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Current results: Autonomic Communication Element (ACE)

► ACE is an autonomic component abstracting functions and/or resources; CASCADAS 
distributed service ecosystem is composed by interacting and self-organising ACEs;

► ACE consists of organs (Gateway, Manager, Facilitator, Executor, Functionality
Repository and Supervision) performing certain autonomic capabilities and thus
assuring the emergence of overall self-* behaviors in the distributed service 
ecosystem;

CASCADAS ACE
http://www.cascadas-project.org/

AUTONOMIC COMPONENT
http://www.ibm.com/developerworks

http://www.cascadas-project.org/
http://www.ibm.com/developerworks
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Current results: A distributed Tool-Kit of ACEs

► ACE toolkit is running on servers, laptop and even mobile 
devices (e.g. it has been ported on Nokia 800 and Android);

► ACE tool-kit is highly stable and shows good scalability in 
terms memory, threads and communication delays;

► ACE toolkit is available in OpenSource at 
http://sourceforge.net/projects/acetoolkit/;

http://sourceforge.net/projects/acetoolkit/
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Personal Behavioral Ad

► Scenario is a public place with a number 
of screens used to display contents and 
ads messages;

► CASCADAS tool-kit provides contents 
dynamically adapted to the profiles of 
the people in front of a screen;

► Service is provisioned by a pervasive 
infrastructure including also Users’
devices (e.g. smart phones, RFID tags);

► Screens are equipped with a local 
network of “receptors” to detect 
(anonymous) profiles of people in front 
of a screen;

► Algorithms compute an average profile describing the population in front of the screen and 
selects (after an auction between Advertisers) the content on the basis of such a dominant 
profile;

Current results: ACE Tool-kit tested in a real experimental use-case
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Current results: Self-* distributed supervision algorithms

The solution: 
► The cloud is managed through a set of ACs interworking 

through an overlay network:
► setup of overlay network through self-organization;
► distributed supervision through ACs self-adaptation;
► information exchange through gossiping;

► Supervision logic is fully distributed:
► no centralized knowledge of system state;
► local decisions perfomed by ACs based on local 

state and data exchanged with neighbors);
► Human involvement limited in configuration;

The context:
► Supervision of a distributed cloud of pervasive computing elements (e.g., servers/clusters, 

users’ devices) interconnected through Internet, where nodes can dynamically join/leave the 
cloud; 

► Characteristics of the dynamic pervasive cloud prevent the adoption of centralized solutions:
► computed solution could be obsolete, due to cloud dynamicity;
► impossibility to have an effective picture of the system state, due to the geographical 

distribution, dynamic evolution of the cloud and the possible (temporary) disconnections;
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Current results: Self-* distributed supervision algorithms

Simple rules for load balancing and saving power

Pull-when-underloaded load balancing (LB):

► when a node A is underloaded, A interacts with its neighbors 
in the overlay to get some load;

► if an overloaded node B receives a request to transfer some 
load, B provides the information on the load to transfer;

Stand-by logic (PS): 

► an underloaded node A starts it; 

► A gets a random neighbor B in the overlay; 

► if B is not overloaded and is able to take all the load of A, A 
transfers its load, and goes in stand-by;

Wake-up logic (PS): 

► if an overloaded node B cannot find any underloaded
neighbors to transfer some of its load, it selects a neighbor 
A in stand-by mode, if any, wakes up A and transfers part of 
its load to A; 

A

B
load transfer

A

B
load transfer

go in stand-by

B

A
load transferwake-up
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Current results: Self-* distributed supervision algorithms

► Simulations with Breve tool
(www.spiderland.org):
► 6400 nodes; 
► pick of traffic (+50%): [200-300] cycles;

► Some results:
1. the system with LB is stable;
2. the system with LB+PS has a power 

saving of ~14%
3. with limited incremement of execution

time (~5%), during normal traffic periods;

no LB

LB

% energy saving

Simularion results for load balancing and saving power

T(LB+PS)-T(LB)

1

2 3
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Next: Open Questions

► Which mix of networking and computing paradigms and technologies will 
enable the scenario (characterized by high pervasivity, with connectivity as a 
commodity and Network of Networks) ?

► How to optimize allocation, sharing and management of pervasive resources, 
to guarantee the best Users’ experience whilst reducing the systems and 
Operators’ costs ? 

► How to ensure the sustainability of the entire ecosystem, to avoid “Tragedy of 
Commons” due to unplanned usage of shared resources ?

► How to protect the ecosystem ?
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Next: Future work

► Definition of components virtualising resources and functions;

► Definition of interfaces between autonomic components;

► Identification of distributed algorithms for:

► self-management and self-organization of resources and services;

► optimal allocation of resources (e.g., by means of game theory, auction);

► Definition of design paradigms:

► Cross Layer vs. De-Layer design;

► Design for Choice;

► Identification of algorithms and solutions for:

► incentives and punishments of free riding nodes;

► security issues (e.g., identity, detection of malicious nodes);
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Further contacts

► roberto.minerva@telecomitalia.it

► antonio.manzalini@telecomitalia.it

► corrado.moiso@telecomitalia.it
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